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DETAILED ACTION 



1. 



This action is in response to the application filed on 09/22/03. 



2. 



Claims 1-24 are under examination. 



Claim Rejections • 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1, 2, 4, 5, 13, 14, 16 and 17 are rejected under 35 USC 103 (a) for being 
unpatentable over Higashi et al (US Pub. No. 2002/0107806) in view of Yoshikawa et al 
(US Patent No. 6,249532) in view of Ripley et al (U.S. Pub. No. 2003/0005309) and in 
view of Tanaka et al (US Pub. No. 2002/01 14466). 

As per claim 1 , Higashi discloses: 

providing part configure to providing terminal-side item information [Fig. 1, 2002]; a first 
memory part configured to receive and store operational rule information corresponding 
to a combination of title key and reproduction object inherent information [Fig. 1, 2007, 
paragraph 0016, 0018, Fig. 5 245, Fig. 9], the title key being uniquely determined in 
accordance with the content, and the reproduction object inherent information restricting 
a reproduction object of content and including item information [Fig. 9, paragraph 0080, 



Application/Control Number: 10/664,863 Page 3 

Art Unit: 2135 

0082, Fig. 5]; a second memory part configured to receive and store the encrypted 
content data encrypted based to on encryption key information [Fig. 1, 5, paragraph 
0086, 0092] and a decryption unit configured to decrypt the content data based on the 
decryption key information [Fig. 1 or 5, paragraph 0022]. 
Ripley teaches: 

encryption key/decryption key is generated from the title key and the reproduction object 
inherent information (e.g. copy control information, usage rules information or license 
information) [paragraph 0037 lines 1-4]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ripley with Higashi, since one would have been 
motivated to provide the protection of stored information from unauthorized 
copying/reproducing [Ripley, paragraph 0002]. 
Yoshikawa teaches: 

compare the item information with the terminal-side item information to judge a 
reproduction possibility of the encrypted content data, the item information being 
acquired from the operational rule information (i.e. key extraction, separate the terminal 
ID -» 721) [Fig. 1 (B) or 7, col. 14 lines 17-34]. Yoshikawa teaches decryption the 
content data in accordance with the judgment (i.e. result of comparison) [Fig. 7, col. 14 
lines 21-27] and decryption the content data based on the decryption key information 
[Fig. 7, 30-34]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Yoshikawa with Higashi and Ripley, since one 
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would have been motivated to prevent infringement of copyright of video 
software/content data [Yoshikawa, col. 3 lines 33-34]. 

Ripley teaches generating the decryption key from the title key and the reproduction 
object inherent information (e.g. copy control information, usage rules information or 
license information) [paragraph 0037 lines 1-4]. Ripley doesn't expressively mention 
that the reproduction object inherent information (e.g. copy control information, usage 
rules information or license information) includes the terminal ID (i.e. item information). 
Tanaka teaches the license information includes the terminal ID [paragraph 0014 lines 
5-6]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Tanaka with Higashi, Ripley and Yoshikawa, since 
one would have been motivated to prevent content from being copied and used illegally 
[Tanaka, paragraph 0005]. 

As per claim 2 , the rejection of claim 1 is incorporated and Higashi teaches: 
the reproduction object inherent information includes any one of a limit item concerning 
the content, a restriction item, restricting at least one of the terminal apparatus and an 
item inherent to a user [Fig. 9]. 

As per claim 4 , it encompasses limitations that are similar to limitations of claim 1 . Thus, 
it is rejected with the same rationale applied against claim 1 above. Further, Higashi 
teaches encrypted keyword information, the encrypted keyword information being 
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encrypted based on reproduction object inherent information restricting a reproduction 
object of content [Fig. 5, paragraph 0080-0082]. Further, Higashi teaches decrypting the 
control information to obtain the license information [paragraph 0094]. 
Tanaka teaches the license information includes the terminal ID [paragraph 0014 lines 
5-6] and the judgment unit compares the terminal ID in the received license (i.e. the key 
word information) with the terminal-identification information stored in the terminal-ID 
storage unit (i.e. terminal-side item information) to judge a reproduction possibility of the 
encrypted content data [paragraph 0014]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Tanaka with Higashi, Ripley and Yoshikawa, since 
one would have been motivated to prevent content from being copied and used illegally 
[Tanaka, paragraph 0005]. 

As per claim 5 , the rejection of claim 4 is incorporated and it encompasses limitations 
that are similar to limitations of claim 2. Thus, it is rejected with the same rationale 
applied against claim 2 above. 



As per claim 13 , it is a method claim corresponds to apparatus claim 1 and is rejected 
for the same reason set forth in the rejection of claim 1 above. 
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As per claim 14 , the rejection of claim 13 is incorporated and it is a method claim 
corresponds to apparatus claim 2 and is rejected for the same reason set forth in the 
rejection of claim 2 above. 

As per claim 16 , it is a method claim corresponds to apparatus claim 4 and is rejected 
for the same reason set forth in the rejection of claim 4 above. 

As per claim 17 , the rejection of claim 16 is incorporated and it is a method claim 
corresponds to apparatus claim 5 and is rejected for the same reason set forth in the 
rejection of claim 5 above. 

4. Claims 3, 6, 15 and 18 are rejected under 35 USC 103 (a) for being unpatentable 
over Higashi et al (US Pub. No. 2002/0107806) in view of Yoshikawa et al (US Patent 
No. 6,249532) in view of Ripley et al (U.S. Pub. No. 2003/0005309) in view of Tanaka 
et al (US Pub. No. 2002/01 14466) and in view of Hori et al (US Patent No. 7,010,809). 

As per claim 3 , the rejection of claim 1 is incorporated and Higashi teaches the 
operational rule information and the reproduction object inherent information [Fig. 1, 5, 
9]- 

Hori teaches: 
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the operational rule information contains a flag indicative of the operational rule 
information which is independent on the reproduction object inherent information [Fig. 
28 -» e.g. ACm, ACp]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Hori with Higashi, Ripley, Yoshikawa and Tanaka, 
since one would have been motivated to prevent content from being copied and used 
illegally [Tanaka, paragraph 0005]. 

As per claim 6 , the rejection of claim 4 is incorporated and it encompasses limitations 
that are similar to limitations of claim 3. Thus, it is rejected with the same rationale 
applied against claim 3 above. 

As per claim 15 , the rejection of claim 13 is incorporated and it is a method claim 
corresponds to apparatus claim 3 and is rejected for the same reason set forth in the 
rejection of claim 3 above. 

As per claim 18 , the rejection of claim 16 is incorporated and it is a method claim 
corresponds to apparatus claim 6 and is rejected for the same reason set forth in the 
rejection of claim 6 above. 
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5. Claims 7, 8, 19 and 20 are rejected under 35 USC 103 (a) for being unpatentable 
over Sugiura et al (US Pub. No. 2003/0028272) in view of Harada et al (US Pub. No. 
2003/0009681 ) and in view of Ripley et al (U.S. Pub. No. 2003/0005309). 

As per claim 7 . Sugiura teaches: 

a receiving portion configured to receive terminal-side item information from the outside 
of the apparatus [Fig. 1, paragraph 0018]; a first generation portion configured to 
acquire a title key which is uniquely determined in accordance with each content and 
the terminal-side item information [Fig. 1 or 7, 8]. 
Harada teaches: 

generate reproduction object inherent information which restricts a reproduction object 
of content [Fig. 2 -» usage condition data, Fig. 6]; and an output portion configured to 
generate an operational rule information file including the title key, and the reproduction 
object inherent information and outputs the operational rule information file [Fig. 6, 2]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Harada with Sugiura, since one would have been 
motivated to protect copyright of digital work (content) [Harada, paragraph 0003 line 2]. 
Ripley teaches: 

a second generation portion configured to generate an encryption key information 
based on the title key and the reproduction object inherent information (i.e. license 
information or usage information or copy control information) [paragraph 0037 lines 1-4]; 
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an encryption portion configured to encrypt the content data with utilizing the encryption 
key information to generate a encryption content file [paragraph 0037 lines 1-4]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ripley with Sugiura and Harada, since one would 
have been motivated to provide the protection of stored information from unauthorized 
copying/reproducing [Ripley, paragraph 0002]. 

As per claim 8 , the rejection of claim 7 is incorporated and Harada teaches: 
the reproduction object inherent information includes any one of a limit item concerning 
a reproduction content, a restriction item which restricts the terminal apparatus and an 
item inherent to a user [Fig. 6, paragraph 0116-0118]. 

As per claim 19 , it is a method claim corresponds to apparatus claim 7 and is rejected 
for the same reason set forth in the rejection of claim 7 above. 

As per claim 20 , the rejection of claim 19 is incorporated and it is a method claim 
corresponds to apparatus claim 8 and is rejected for the same reason set forth in the 
rejection of claim 8 above. 
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6. Claims 9 and 21 are rejected under 35 USC 103 (a) for being unpatentable over 
Harada et al (US Pub. No. 2003/0009681) in view of Sugiura et al (US Pub. No. 
2003/0028272) in view of Ripley et al (U.S. Pub. No. 2003/0005309).) and in view of 
Hori et al (US Patent No. 7,010,809). 

As per claim 9 , the rejection of claim 7 is incorporated and Higashi teaches the 
operational rule information and the reproduction object inherent information [Fig. 1 , 5, 
9]- 

Hori teaches: 

the operational rule information contains a flag indicative of the operational rule 
information which is independent on the reproduction object inherent information [Fig. 
28 -» e.g. ACm, ACp]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Hori with Sugiura, Harada and Ripley, since one 
would have been motivated to protect copyright of digital work (content) [Harada, 
paragraph 0003 line 2]. 

As per claim 21 . the rejection of claim 19 is incorporated and it is a method claim 
corresponds to apparatus claim 9 and is rejected for the same reason set forth in the 
rejection of claim 9 above. 
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7. Claims 10, 11, 22 and 23 are rejected under 35 USC 103 (a) for being 
unpatentable over Sugiura et al (US Pub. No. 2003/0028272) in view of Higashi et al 
(US Pub. No. 2002/0107806) in view of Tanaka et al (US Pub. No. 2002/0114466) and 
in view of Ripley et al (U.S. Pub. No. 2003/0005309). 

As per claim 10 , Sugiura teaches: 

a receiving portion configured to receive terminal-side item information from the outside 
of the apparatus [Fig. 1, paragraph 0018]; a first generation portion configured to 
acquire a title key which is uniquely determined in accordance with each content and 
the terminal-side item information [Fig. 1 or 7, 8] 
Higashi teaches: 

generates reproduction object inherent information which restricts a reproduction object 
of content [Fig. 9]; an encryption portion configured to encrypt the content data with 
utilizing the encryption key information to generate a encrypted content file [Fig. 7, 
paragraph 0086]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Higashi with Sugiura, since one would have been 
motivated to manage rights of the content and to control over the usage of the content 
[Higashi, paragraph 0002 lines 5-7]. 

Further, Higashi teaches encrypting the content information (which includes the license 
information (LT) and the content key) based on the terminal ID [paragraph 0082, i.e. 
generates encrypted keyword information obtained by encrypting the encryption key 
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information based on the reproduction object inherent information (i.e. the terminal ID) 
[Fig. 9, paragraph 0080-0082]. Higashi doesn't expressively mention that the license 
information (i.e. the reproduction object inherent information) includes the terminal ID. 
Tanaka teaches the license information includes the terminal ID [paragraph 0014 lines 
5-6]. 

Therefore, it would have been obvious to a person of. ordinary skill in the art at the time 
the invention was made to combine Tanaka with Sugiura and Higashi, since one would 
have been motivated to prevent content from being copied and used illegally [Tanaka, 
paragraph 0005]. 
Higashi teaches: 

an output portion configured to generate an operational rule information file including 

content key, and the encrypted keyword information [Fig. 9, Fig. 13 -» S16]. 

Higashi teaches transmitting the content key along with the license information (i.e. 

operational rule information file) [Fig. 13]. 

Ripley teaches: 

a second generation portion configured to generate an encryption key information 
based on the title key and the reproduction object inherent information (i.e. license 
information or usage information or copy control information) [paragraph 0037 lines 1-4]. 
Further, Ripley teaches outputting the encrypted title key [Fig. 1]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ripley with Sugiura, Higashi and Tanaka, since one 
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would have been motivated to provide the protection of stored information from 
unauthorized copying/reproducing [Ripley, paragraph 0002]. 

As per claim 11 . the rejection of claim 10 is incorporated and Harada teaches: 
the reproduction object inherent information includes any one of a limit item concerning 
a reproduction content, a restriction item which restricts the terminal apparatus and an 
item inherent to a user [Fig. 6, paragraph 0116-0118]. 

As per claim 22 .it is a method claim corresponds to apparatus claim 10 and is rejected 
for the same reason set forth in the rejection of claim 10 above. 

As per claim 23 . the rejection of claim 22 is incorporated and it is a method claim 
corresponds to apparatus claim 1 1 and is rejected for the same reason set forth in the 
rejection of claim 1 1 above. 

8. Claims 12 and 24 are rejected under 35 USC 103 (a) for being unpatentable over 
Sugiura et al (US Pub. No. 2003/0028272) in view of Higashi et al (US Pub. No. 
2002/0107806) in view of Tanaka et al (US Pub. No. 2002/0114466) and in view of 
Ripley et al (U.S. Pub. No. 2003/0005309) and in view of Hori et al (US Patent No. 
7,010,809). 
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As per claim 12 , the rejection of claim 10 is incorporated and Higashi teaches the 
operational rule information and the reproduction object inherent information [Fig. 1, 5, 
9]. 

Hori teaches: 

the operational rule information contains a flag indicative of the operational rule 
information which is independent on the reproduction object inherent information [Fig. 
28 -> e.g. ACm, ACp], 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Hori with Sugiura, Higashi, Tanaka and Ripley, 
since one would have been motivated to protect copyright of digital work (content) 
[Harada, paragraph 0003 line 2]. 

As per claim 24 , the rejection of claim 23 is incorporated and it is a method claim 
corresponds to apparatus claim 12 and is rejected for the same reason set forth in the 
rejection of claim 12 above. 
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Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

i 

Okamoto et al (US 2003/0061165) --- Content usage management system and server 
used in the system 

Miura et al (US 2003/0028490) — System, Apparatus and method of contents 
distribution and program and program recording medium directed to the same 
Inoue et al (US 7103663) — License management server, license management system 
and usage restriction method 

Matsuzaki et al (US 2003/0161474) — Data distribution system 
Kohno (US 2002/0057799) — Data delivery system, server apparatus, reproducing 
apparatus, data delivery method, data playback method, storage medium, control, 
signal, and transmission data signal 

Matsumoto et al (US 6286008) — Electronic information distribution method and 
recording medium 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nirav Patel whose telephone number is 571-272-5936. 
The examiner can normally be reached on 8 am - 4:30 pm (M-F). 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

NBP 

12/20/06 




